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I. INTRODUCTION: 

An average person doesn’t possess much knowledge about cryptocurrencies.1 A recent 

study noted that 65% of the public are unfamiliar with Bitcoin and of those who were 

aware, 84% have never used it.2 Merriam-Webster Online Dictionary defines money as 

something generally accepted as a medium of exchange, a measure of value, or a means 

of payment.3 Traditionally, society has been aware of and used physical money. 

However, less familiar is the concept of “money of account”, defined by Merriam-

Webster as “a denominator of value or basis of exchange which is used in keeping 

accounts and for which there may or may not be an equivalent coin or denomination of 

paper money.”4 Digital currencies fall within this definition of money.5 Additionally, 

Oxford Online Dictionaries defines Cryptocurrency as: “a digital currency in which 

encryption techniques are used to regulate the generation of units of currency and verify 

the transfer of funds, operating independently of a central bank.”6 Many people invested 

in Bitcoin to make money by buying low and selling high.7 Others invested in Bitcoin 

because they saw its potential for rivaling other established currencies.8 Both schools 

of thought are being employed for either the benefit of an individual or for society as a 

whole. Regulation of digital currency will usher in a new wave of investment, but it 

may be curtailed by the uncertainty that looms over the volatile nature of Bitcoin's 

value.9 This Article works on the premise that even if Bitcoin falters, there is still great 

promise in the Blockchain technology due to its versatility. Section II seeks to explore 

Blockchain and the technology underlying it. Section III weighs the potential benefits 

of the technology along with the risks associated with it. Section IV analyzes Smart 
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Contracts which are programs controlling digital assets, and the concept of Initial Coin 

Offerings discussing the problems prevalent in the ICO market. Section V highlights 

how cryptocurrencies have been classified by various courts and agencies and the 

regulations adopted by various states and countries to govern the usage of 

cryptocurrencies. It also succinctly discusses the cognizance taken by the SEC. Section 

VI highlights the existing standards for reviewing the users of cryptocurrencies and the 

potential of creating a new subpoena power to deal with the identity of anonymous 

users. Section VII proposes what regulations should potentially look like and finally, it 

concludes by arguing for a minimalist approach to Bitcoin regulation.  

 

II. BLOCKCHAIN TECHNOLOGY: 

A cryptocurrency is a “digital or virtual currency that uses cryptography for security.”10 

The technology underlying cryptocurrencies is blockchain.11 It is a distributed public 

ledger system that records all transactions in a particular cryptocurrency.12 Each 

cryptocurrency has its own blockchain with its individualized security measures which 

include public-key encryption.13 Bitcoin, a cryptocurrency14 that is best known as a 

peer-to-peer electronic cash system, is touted as being as revolutionary as the Internet.15  

The potential of Bitcoin16 and other cryptocurrencies extends beyond their applications 

as units of account or mediums of exchange. The unique technological innovation 

common to most cryptocurrencies is a public ledger that functions as a decentralized 

system for recording ownership and value transfers. While the technical operation of 

the ledger is complex17,  the core idea is rather simple. When an owner of a 

cryptocurrency transfers the cryptocurrency to a recipient, the transaction is verified in 

a process called “mining.”18 A crowd of “miners” consults the ledger, verifies the 

owner's claim of ownership, and documents the transfer to the recipient, who from now 
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on is logged on the ledger as the owner of the cryptocurrency.19 The verification process 

is a competitive one. The miners do not simply verify the transaction; they compete to 

solve a complex cryptographic problem.20 The first miner to succeed wins the 

competition, logs the transaction on the ledger, and is awarded a new batch of 

cryptocurrencies.21 The new batch of cryptocurrencies is automatically generated by 

the software and functions both as an incentive to participate in the mining process22 

and as a decentralized mechanism for the issuance of new cryptocurrencies. Anyone 

can become a miner by downloading the necessary software. Cryptocurrency software 

is open-source and generally not controlled by a central entity.23 

To summarize, cryptocurrencies are essentially protocols that allow for the validation 

of transactions without the need for a trusted third party such as a bank, credit card 

company, escrow agent, or recording agency. As such, cryptocurrencies hold great 

innovative potential. They have been described as a “generative” technology on which 

powerful applications can be built.24 They allow for the creation of self-enforcing smart 

contracts that do not rely on financial institutions, lawyers, or accountants for their 

execution.25 

 

III. BENEFITS AND ASSOCIATED RISKS: 

BENEFITS: 

1. Transaction costs and time: 

Bitcoin transactions drastically reduce transaction costs.26 Whether domestic or 

international, they have the ability to close in a few minutes vis a vis international wire 

transfers which take several days.27 It also reduces transaction costs and can cut a 

significant amount of cost out of the process of post-trade financial manufacturing.28 

There are two primary transaction costs that merchants pay when making internet 
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purchases.29 The first is the fee paid to a trusted third party, such as a bank or credit 

card company, which serves as an intermediary in order to validate the transaction.30 

These fees occur each time a purchase is made and become expensive in the 

aggregate.31 By contrast, Bitcoins allow individuals to transact amongst themselves 

without a third-party intermediary and avoid this expense.32 The second significant 

transaction cost comes from the uncertainty associated with transaction reversibility or, 

in other words, the ability to return or cancel a transaction.33 Chargebacks make 

reversibility more expensive in traditional transactions than in Bitcoin transactions.34 

2. Anonymity of users: 

Individuals are plagued with credit card fraud on a regular basis.35 Blockchain mitigates 

the risk of identity theft because the identity of all the parties is anonymous.36 There is 

no central currency storage location, akin to a financial institution that can be robbed 

or hacked.37 Bitcoin, is a string of computer data stored in a wallet either on a user’s 

computer, webserver or in printed form.38 The Blockchain is also reliable.39 It is 

guaranteed to be safe and secure and everyone knows that the transfer has taken place, 

and nobody can challenge the legitimacy of the transfer.40 The only way to access and 

transfer a coin is with the private key.41 The Blockchain checks the legitimacy of each 

coin before allowing it to be transferred to another individual.42 Again, the amount of 

computer power required to fraudulently alter the Blockchain is too high to 

pragmatically occur.43 Bitcoin transactions are protected by the underlying computing 

power of the Blockchain, rather than the security of a single financial institution.44 

3. Inflation concerns:  

Bitcoin is not backed by any central government monetary policy so any effects on 

inflation will not cause a decrease in their purchasing power.45 There is an artificial cap 

on the number of bitcoins in circulation which helps curb inflation concerns.46 This cap 
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was incorporated to ensure a stable money supply since Bitcoin is valued by market 

forces rather than government intervention.47 The stability of the supply of bitcoins 

along with the safety and reduced transaction speeds and Bitcoin transaction costs 

should be supported by minimal government regulation and intervention.48 

4. Avoidance of double-spending dilemma: 

Before the creation and dissemination of virtual currencies, online transactions required 

the direct intervention of a third party who acted as an intermediary in transactions 

given that virtual goods could be reproduced infinitely.49 In such a situation, the same 

virtual money could be presented to two different persons and perform two valid 

payments.50 Given that each Bitcoin and fraction of Bitcoin has their own identification 

and that the systems check its use since the moment in which the Bitcoin was created, 

it is impossible to copy a Bitcoin a perform multiple payments with the same 

instrument.51 

ASSOCIATED RISKS: 

1. Exchange management: 

Prima facie, Blockchain technology is relatively secure but can pose security risks to 

users.52 Poorly managed Bitcoin exchanges have had a checkered history.53 The Mt. 

Gox failure stands testimony to how critical Bitcoin exchanges are to the Bitcoin 

marketplace.54 Mt. Gox, the largest bitcoin exchange at the time of its headline-

grabbing demise, declared bankruptcy after the theft or disappearance of 850,000 

bitcoins valued at $450 million in February 2014, along with $27 million in cash.55 

Although 200,000 were eventually found, the location of the remaining 650,000 

remained unknown and the subject of much speculation over the last few years.56 After 

Mt. Gox filed for bankruptcy it became clear that over $400 million worth of Bitcoins 
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were lost and stolen.57  As of May 2016, 650 thousand Bitcoins, worth $292 million, 

were still unaccounted for.58 

2. Perverse uses of technology: 

The advent of Bitcoin technology might be relatively nascent but it has already been 

sued to facilitate illegal transactions.59 The Silk Road case demonstrates how the 

technology can be misused.60 Between January 2011 and arrest of its entrepreneur 

during October 2013, Silk Road operated as an intermediary, much like eBay or 

CraigsList, by providing buyers and sellers with a transaction infrastructure platform.61 

However, unlike eBay or CraigsList, Silk Road is dedicated to providing a high level 

of anonymity between buyers, sellers and third parties who might desire to learn the 

details of these transactions.62 Silk Road is just one of several anonymous networks that 

have recently become possible with the advent of relatively easy-to-use browser 

interfaces.63 Sites dealing primarily in illicit goods and services such as Black Market 

Reloaded and The Silk Road “use Bitcoins because they can be exchanged and 

accumulated like cash without any third party recording these transactions unlike 

PayPal or other ways of sending money online, Bitcoins are untraceable since they do 

not require a particular identity to be attached to them.”64 The indictment announced 

on February 4, 2014 in Manhattan Federal Court of Ross William Ulbricht states that 

Ulbricht sought to anonymize transactions on Silk Road in two principal ways.65 First, 

Ulbricht operated Silk Road on what is known as “The Onion Router,” or “Tor” 

network, a special network of computers on the Internet, distributed around the world, 

designed to conceal the true IP addresses of the computers on the network and thereby 

the identities of the networks' users.66 Second, Ulbricht designed Silk Road to include 

a Bitcoin-based payment system that served to facilitate the illegal commerce 

conducted on the site, including by concealing the identities and locations of the users 
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transmitting and receiving funds through the site.67 Although the original Silk Road 

was shut down, a continuous cycle of new anonymous marketplaces has emerged.68 

However perverse uses of Bitcoin do not result from an inherent flaw with the 

technology itself and should not dictate the technology’s regulation as a whole since 

the Blockchain itself enables law enforcement to deal with such cases.69 

3. Inherent Problems: 

Bitcoin suffers from a few inherent problems which have majorly limited its broad 

acceptance and use. It is new and confusing since it’s difficult to understand the 

underlying technology.70 It suffers from liquidity concerns because only a small subset 

of the population uses the technology.71 Without a robust Bitcoin market, it can be 

cumbersome to exchange traditional currency, goods or services for Bitcoin causing 

price volatility.72 Finally, the price of Bitcoins varies drastically which can make it 

difficult to use as currency.73 The price pattern probably explains that speculative 

investors rather than active users increasing the number of Bitcoin transactions are 

driving the market.74 Logically this variance discourages potential users from using 

Bitcoin out of fear of a vast devaluation.75 

4. Anonymity:  

Cryptocurrencies are also uniquely suited to facilitate harmful behaviors.76 The only 

truly public feature of the ledger is the documentation of ownership and transfers. The 

owners themselves are not identified by name on the ledger, but rather by a set of letters 

and numbers representing their public cryptocurrency address.77 Anyone can freely 

create as many wallets as he or she desires, at practically zero cost, without providing 

any identifying information.78 This relatively high level of anonymity makes it difficult 

for regulators to identify individuals who use the protocol for illicit value transfers. our 

financial-regulation system heavily relies on regulating intermediaries that are uniquely 
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positioned to disrupt misconduct.79 For example, we subject financial institutions to 

“know-your-customer rules” in order to prevent money laundering, use banks as tax-

withholding agents to prevent tax evasion80, and regulate securities exchanges to protect 

investors. Some commentators argue that the public ledger has the potential to 

“eliminate intermediaries without eliminating the underlying conduct.”81 If that is the 

case, then regulators would lose the ability to use intermediaries as regulatory agents.82  

 

However, Blockchain can be used to create a contract that is automatically enforced, 

between two people, in a decentralized fashion also referred to as a Smart Contract. 

Rather than relying on trust or a legal framework to ensure that each party that enters 

into a contract will adhere to its terms, Blockchain can be used to create such contracts.  

 

IV. SMART CONTRACTS: 

A smart contract is a computer program that controls a digital asset.83 Smart contracts 

help exchange data money, property, shares or anything of value without the need of a 

third-party intermediary.84 As the technology continues to grow, a great array of smart 

contract transactions will likely become available.85 Initial Coin Offering or ICO is an 

example of its growing pervasiveness. 

 Initial Coin Offering (ICO): 

“An ICO is a fundraising event, effected using distributed ledger technology, in which 

a 'token' or 'coin' is offered to a participant in return for either cash (fiat currency) or 

cryptocurrency, such as Ether or Bitcoin. A token entitles its holders to various rights, 

which typically include the right to use a service to be developed and offered by the 

issuer. The proceeds of the token sale are used to fund a venture or a project undertaken 

by the ICO sponsors. Similar to equity securities, however, tokens sold in ICOs may 
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also confer profit rights, may appreciate in value, and can be traded. ICO tokens do 

not represent an ownership interest in a venture.”86 (emphasis added).  

The following are the most pressing and prevalent problems in the ICO market:  

1. Pump and Dump: 

One way fraudsters seek to profit is by engaging in market manipulation, such as by 

spreading false and misleading information about a company (typically microcap 

stocks) to affect the stock's share price.87 They may spread stock rumors in different 

ways, including on company websites, press releases, email spam, and posts on social 

media, online bulletin boards, and chat rooms.88 The false or misleading rumors may 

be positive or negative. For example, pump-and-dump schemes often occur on the 

Internet where it is common to see messages posted that urge readers to buy a stock 

quickly or to sell before the price goes down, or a promoter will call using the same 

sort of pitch.89 In reality, the author of the messages may be a company insider or paid 

promoter who stands to gain by selling their shares after the stock price is 'pumped' up 

by the buying frenzy they create.90 With more money pouring into Coins with lower 

market caps and lesser track records, market manipulation for fraudsters, promoters, 

and company insiders has become substantially easier.91 When trading in coins of lower 

market capitalizations, the influx of capital necessary to manipulate the price of a coin 

can be substantially lower than for a coin of a much higher market capitalization.92 

2. Exposure of highly sensitive information: 

Many of the exchanges require sensitive information in order to permit higher trading 

limits. Most higher limit exchanges require a submission of a passport, often times 

forcing investors to send this sensitive information overseas.93 Without making any 

allegations or pointing to a specific exchange, this appears to be information that is 

unnecessary to the transaction, yet could easily be distributed to other parties relatively 
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anonymously if exchanged for some form of cryptocurrency, since many of the 

currencies themselves are anonymous or pseudo-anonymous.94 

3. Widely speculative token pricing: 

Not all tokens are inappropriately valued and not all ICOs are initiated to take advantage 

of securities laws or to rapidly accumulate capital for an idea that otherwise, through 

more traditional forms of fundraising, could not acquire such capital so quickly. 

Nevertheless, many newly formed ICOs have sprung up in response to investor 

demand, rather than the merit of tokenizing some process.95 With investors struggling 

to differentiate use-cases, and hoping for lottery-like returns, wildly speculative pricing 

has crept into the token space, particularly for newly created tokens. many investors are 

playing a very risky game by gambling in a highly inflated space without truly 

understanding their investments.96 

 

V. CLASSIFICIATION AND REGULATION: 

A. OBJECTIVES: 

It is essential to note that Bitcoin remains inexpensive and efficient.97 Any regulation 

that increases costs or slows down transactions is critically flawed because it would 

inadvertently affect the benefits of Bitcoin.98 The free market should dictate the 

competitive advantages over other forms of currency.99 Bitcoin regulation must satisfy 

two critical components. First, Bitcoin regulation must ensure that the unique benefits 

of Bitcoin remain.100 Second, Bitcoin regulation must be tailored to the specific risks 

faced by consumers.101 Strict regulation or an outright ban of Bitcoin will eliminate the 

efficiency benefits of the technology, worsen liquidity and acceptance problems, and 

increase the risks of illegal activity associated with Bitcoin or Bitcoin-like 

technologies.102 
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B. CLASSIFICATION OF CRYPTOCURRENCIES: 

In order to regulate Bitcoin, courts and agencies have deployed different methods to 

classify Bitcoins as investment contracts, money, property and commodities.  

1. Security: 

In 2014, a Texas court ruled that a Bitcoin investment opportunity was a security.103 

S.E.C. v. Shavers arose out of Bitcoin Savings and Trust, an “online investment scheme 

in which its founder and operator, Shavers solicited and accepted all investments, and 

paid all purported returns,” in Bitcoin.104 Shavers solicited individuals online to invest 

in his business, falsely promising “investors up to 1% interest daily to be paid every 

three days at first, or 7% interest weekly, purportedly based on Shavers' trading of 

bitcoin against the U.S. dollar.”105 However, Shavers was not actually trading Bitcoins 

against106 the U.S. dollar; rather, he was paying off withdrawals and interest with new 

deposits while appropriating funds for personal use.107 Final judgment was entered 

against Shavers for operating a Ponzi scheme and defrauding investors out of over 700 

thousand Bitcoins.”108 In 2013, the court ruled on the preliminary issue of whether it 

had subject matter jurisdiction over the case pursuant to the Securities Act of 1933 and 

the Exchange Act of 1934 (Securities Act).109 In order for the court to have subject 

matter jurisdiction, it had to find that the Bitcoin scheme was a security.110  But, it first 

needed to find whether there was an investment contract in the Bitcoin investments.111 

If so, the investment would be a security.112 The Court applied the test propounded by 

the Supreme Court in S.E.C. v. W.J. Howey Co. which determined whether an 

investment contract exists.113 The Shavers court found that all the prongs of the Howey 

test were satisfied and held that Bitcoins were investment contracts and therefore 

securities.114 
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2. Currency: 

In 2014, in the case of U.S. v. Ulbricht, which dealt with Silk Road, the Southern 

District of New York classified Bitcoin as currency.115 The court found that Bitcoins 

could be considered money that could be laundered.116 The most pertinent issue 

examined in Ulbricht is how digital currency should be classified.117 Reading the 

language of the money laundering statute broadly, the court found that Bitcoins could 

be used to launder money if they fit within the definition of financial transactions.118 

The opinion stated that financial transactions capture movement of all “funds,”119 which 

should be read in a “colloquial sense” to mean something that “can be used to pay for 

things.”120 “Sellers using Silk Road were not alleged to have given their narcotics and 

malicious software away for free, they were alleged to have sold them.”121 As such, the 

court held that Bitcoins are “funds,” and therefore apart of financial transactions.122 By 

extension Bitcoins are included within financial transactions and can be used to launder 

money.123 Although Bitcoin shares many of money's attributes, state statutes that deal 

with Bitcoin should be specifically tailored to virtual currency.124 A Florida State Court 

found that its state anti-money laundering statute did not cover Bitcoin transactions 

because the statute was drafted too vaguely to include virtual currency.125 The 

defendant was not convicted for laundering Bitcoins.126 Accordingly, in order to 

prevent nefarious uses of Bitcoins and bring them within existing currency regulations, 

state regulations should explicitly include digital currency.127  

3. Property: 

Bitcoins can be traded for goods and services and exchanged for cash, and thus the act 

of acquiring Bitcoins has tax implications. In 2014, the Internal Revenue Service (IRS) 

issued guidelines in treating Bitcoin for federal tax purposes.128 The guidelines treat 

Bitcoin as convertible property.129 The IRS stated that general tax principles applicable 
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to property transactions apply to transactions using virtual currency.130 For instance, if 

a taxpayer successfully ‘mines' virtual currency, the fair market value of the virtual 

currency as of the date of receipt is includible in gross income.131 In sum, if an 

individual uses his computer to support the Blockchain and mine for Bitcoins, and the 

individual is awarded coins successfully verifying a transaction, he or she must pay 

income tax on those coins.132    

C. STATE REGULATIONS: 

1. CSBS Model framework: 

In September 2015, the Conference of State Bank Supervisors (CSBS), a non-profit 

organization that seeks to develop consistent banking regulatory policy amongst the 

states,133 published a model regulatory framework for Bitcoin and other virtual 

currency.134 The objective of the model framework is to assist states' regulation of 

virtual currency and, more importantly, to promote consistent regulation amongst the 

states.135 However, the framework is not binding on any jurisdiction.136 The model 

framework applies to activities that involve a third party, such as an exchange or wallet, 

maintaining control over an individual's virtual currency.137 The framework does not 

apply to individuals or businesses that use virtual currency simply to transact for goods 

or services.138 The model framework suggests that states should use a “licensing system 

that enables states to share licensing and enforcement data in real time.”139 There should 

be a “uniform application” amongst the states in order to enhance efficiency and 

communication between regulators.140 Moreover, licensees would be required to 

maintain strict capital requirements and investment reserves.141 Licensees would also 

be required to maintain strong consumer protection standards, possess a robust cyber 

security program, and implement a compliance program.142 Further, they would be 

required comply with the Bank Secrecy Act143 and Anti-Money Laundering statutes,144 
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maintain adequate books and records, and comply with state and federal regulations.145 

Particularly beneficial for small companies, the framework does not require companies 

acquire costly cyber risk insurance.146 

2. New York: 

In mid-2015, New York regulators published the final version of their BitLicense 

regulations, which regulate the use of Bitcoin.147 New York's BitLicense allows New 

York “persons”148  to engage in certain virtual currency business activities,149 such as 

operating an exchange or wallet, or issuing virtual currency.150 Merchants who simply 

want to accept virtual currency in exchange for goods or services, however, do not need 

a BitLicense.151 Among other rules and requirements, companies holding a Bit License 

are required to: (1) Have a Bit License compliance officer and policy,152 (2) maintain 

strict capital levels,153 (3) keep financial books and records for seven years,154 (4) face 

compliance examinations no less than 2 years.155 

3. California: 

California has tried to implement Bitcoin regulations but has been unsuccessful in its 

implementation.156 California tried introducing a Bill to regulate Bitcoins but faced 

immediate resistance since companies believed that virtual currency should not be 

regulated until the technology matures else it would chill innovation.157 It was also 

believed that inconsistencies between state regulatory schemes would create confusion 

for users.158  

D. SEC REGULATIONS: 

Prior to mid-2017, the SEC had been largely silent with respect to directly regulating 

the purchase or sale of cryptocurrencies. Most of its regulation in this area had, instead, 

solely attempted to protect the public from issuers or exchanges which operate 

cryptocurrency-related businesses and offer conventional securities. The SEC regulated 
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online exchanges that use cryptocurrencies to trade in securities159, redemptions of 

shares in a trust that held cryptocurrencies as its sole assets160 issuers selling shares in 

themselves in exchange for cryptocurrencies161, and issuers holding cryptocurrency 

assets or operating cryptocurrency-related businesses that did not disclose sufficient 

information about such assets162 or made fraudulent representations (including 

operation of Ponzi schemes).163 However, this changed with an investigation report 

released on July 25, 2017 (the “DAO Report”), where the SEC found for the first time, 

that cryptocurrencies issued for the purpose of raising funds are securities and thus 

subject to securities laws.164 Notably, the SEC refused to create a one-size-fits-all 

solution and instead chose to regulate cryptocurrencies based on the particular 

functionality of each cryptocurrencies stating that “securities law may apply to various 

activities, including distributed ledger technology, depending on the particular facts and 

circumstances, without regard to the form of the organization or technology used to 

effectuate a particular offer or sale.”165 Thus, the standard for determining whether a 

financial instrument, including a cryptocurrency, constitutes a security remains a 

functional one. The SEC disregards the underlying technology, including the 

blockchain, on which the cryptocurrency is based. The SEC then applied the Howey 

test to specifically determine that the DAO Token it was investigating was an 

“investment contract,” a type of security, and, as a result, the DAO Token's ICO 

violated federal securities laws.166 

E. OVERSEAS REGULATIONS: 

Regulation in the international community is varied. For example, Japan's cabinet has 

officially recognized virtual currencies, including Bitcoin, as real money.167 Digital 

currencies will also be recognized as "asset-like-values" that can be used in the place 

of money.168 In India, the technology is starting to be implemented, but very slowly. 
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The founder of BTCXIndia, a Bitcoin wallet, Mupparaju Siva Kameswara Rao, 

mentions that while Bitcoin can solve some of the economic issues in India, the 

struggles of implementing regulatory practices and the lack of guidance may be a 

barrier to the wide-spread adoption of the currency.169 However, the needs of the 

population that do not own a bank account or debit card may be catered to when the 

technology is implemented.170 The Bank of India endorsed the use of Blockchain 

technology: “With its potential to fight counterfeiting, the "blockchain" is likely to 

bring about a major transformation in the functioning of financial markets, collateral 

identification (land records for instance) and payments system. As against this, the 

"blockchain" technology is based on a shared, secured and public ledger system, which 

is not controlled by any single ("central") user and is maintained collectively by all the 

participants in the system based on a set of generally agreed and strictly applied 

rules.”171 Although China does not have any regulation related to the cryptocurrency, 

the government has imposed restrictions on investment by its citizens.172 Unfortunately, 

the restriction limits Chinese investors from accessing international markets and 

exchanges.173 In fact, the Chinese government's manipulation of its currency has 

recently led to large Bitcoin trading as the alternative investment.174 Additionally, 

because of the large population, the mining pools in China are significantly larger than 

those of other areas and countries in the world, attributing to the fact that it is the largest 

volume producer of Bitcoins in the world.175 In Australia, the concern by the Australian 

Digital Currency and Commerce Association is to protect the customer in this highly 

unregulated market.176 
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VI. EXISTING STANDARDS AND PROPOSED MODIFICATIONS: 

Existing standards: 

In civil litigation, the new ‘e-discovery’ standards encompass information that exists in 

an intangible medium and can only be read on a computing device.177 This broad 

category includes files saved on a computer as well as those located on the Internet.178 

The sheer volume of available electronic data on a computer, tablet, or smartphone 

expands the wealth of information that parties can access through discovery.179 

Discovery has become much more expensive and onerous because of the expansion of 

discoverable materials from paper files to e-discovery.180 Due to the sheer volume of 

available electronic information, companies could spend millions of dollars to remove 

privileged information or work product documents.181 Rule 26(b)(2)(B) of the Federal 

Rules of Civil Procedure sets forth limitations upon discovery of electronically stored 

information.182 In order to address cost concerns with potentially unreasonable e-

discovery requests, Rule 26(b)(2)(B) emphasizes proportionality.183 When considering 

these requests, courts tend to weigh cost, relevance, and efficiency; specific 

determinations are left to the discretion of the judge.184 In addition to traditional 

discovery, litigants can use subpoena powers to obtain information in a civil lawsuit.185 

In contrast to the updated Federal Rules of Civil Procedure, which have clear-cut 

procedures on how to deal with electronically stored data, the Federal Rules of Criminal 

Procedure have not been updated to specifically address these technological 

developments.186 For now, since the standard remains unchanged, the government can 

often easily obtain a grand jury subpoena for electronic material.187 Rule 17 of the 

Federal Rules of Criminal Procedure sets forth the standard subpoena process.188 The 

government does face some restrictions on its use of subpoenas duces tecum.189 A court 

can deem the subpoena terms to be unreasonable or oppressive and require modification 
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of its terms or quash it entirely.190 Since the government can subpoena a recipient for 

documents they do not own, both the recipient and the owner of the requested materials 

can file a motion to quash the subpoena.191 It is difficult, however, to quash a subpoena 

because the recipient bears the burden of proving the government's request is 

unreasonable.192 Another restriction disallows the subpoena power to "violate a valid 

privilege," which includes infringements upon constitutional rights.193 If the recipient 

of the subpoena makes a legitimate constitutional claim, the government must 

overcome the level of scrutiny protecting such a claim.194 

The First Amendment, which provides a constitutional right to free speech, likely 

covers anonymous online speech.195 In 1995, in McIntyre v. Ohio Elections 

Commission, the U.S. Supreme Court reaffirmed that the First Amendment protects 

anonymous speakers.196 Although the Court in McIntyre considered political speech 

contained in a printed pamphlet, lower courts have extended this protection to 

anonymous online speech.197 The First Amendment may protect online data regarding 

monetary transactions as well.198 In 2010, in Citizens United v. Federal Election 

Commission, the U.S. Supreme Court held that in certain situations, money could be a 

proxy for speech.199 The plaintiffs were challenging campaign finance legislation that 

limited a corporation's ability to make political expenditures.200 The Court held that 

these restrictions violated the First Amendment because they quelled a corporate 

entity's political speech.201 In reaching this conclusion, once again the Court 

acknowledged there is speech value in monetary transactions.202 Therefore, some 

believe that Citizens United opened the door to a First Amendment speech right in 

virtual currency transactions.203  

The Digital Millennium Copyright Act provides a civil option for plaintiffs to access 

the identities of anonymous Internet speakers.204 The DMCA allows plaintiffs to sue 
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anonymous individuals who have violated copyright law on the Internet.205 Using § 

512(h) of the DMCA, copyright holders can subpoena third-party Internet service 

providers to unmask infringing users.206 Over time, courts have interpreted the DMCA's 

subpoena power to apply only when an Internet service provider has stored the 

infringing material on its servers.207 Thus, the ability to subpoena an individual's 

identity does not apply to providers that act only as conduits and nothing more.208 

Courts balance a series of criteria in determining whether to quash a subpoena under § 

512(h) Due to First Amendment issues that arise when unmasking anonymous speakers 

on the Internet, many courts are adamant that a factual basis for the request exists before 

allowing the subpoena.209 The standard is strict: there must be a legitimate reason to 

justify the issuing of a subpoena.210 Courts have even compared subpoenas in a civil 

context to warrants in a criminal case.211 

Necessity of a new standard: 

The absence of criminal subpoena standards for electronically stored information and 

the continual misuse of Bitcoin highlights the importance of updating government 

regulations to address this gap. No current statute exists that provides a targeted 

criminal subpoena standard.212 Due to Bitcoin's open source nature, it is difficult to 

identify perpetrators who use the virtual currency to facilitate their criminal acts.213 

There is no single company behind Bitcoin that the government can subpoena or raid; 

Bitcoin exists only on a network of computers.214 The standard subpoena process set 

forth in Rule 17 of the Federal Rules of Criminal Procedure is lacking in several 

ways.215 Without amending the standard to adapt to e-discovery, the current 

interpretation of the rule makes it difficult for the government to obtain desired 

electronic information.216 To get a third party subpoena, the government has to show 

that the information sought is relevant, that it is admissible, and that the subpoena 



20 
 

specifically identifies the materials sought.217 It is doubtful that the federal government 

will be able to successfully and in a timely manner use its current criminal subpoena 

power to unmask the individuals committing illegal Bitcoin transactions.218 The 

government likely cannot meet the specificity requirement because it would have to go 

through millions of transactions and hundreds of thousands of user accounts in order to 

pinpoint specific targets.219 The government might be able to overcome this by using a 

grand jury subpoena to expedite the process or by targeting websites where the 

transactions are largely illegal in nature.220 At the same time, if the government uses a 

grand jury subpoena to sidestep the difficulty of showing specificity, the framework 

becomes too lenient and open to abuse.221 Once the Bitcoin marketplace reaches the 

point where most individuals are engaging in legal transactions, lax subpoena standards 

become a problem.  The U.S. Supreme Court and Congress must be careful when 

developing a criminal subpoena standard for Bitcoin because it will primarily affect 

anonymous speech, a crucial First Amendment right that has been highly valued 

throughout U.S. history.222 If the government can easily issue subpoenas duces tecum 

and force marketplace sites to unmask individuals, it might infringe upon Bitcoin users' 

First Amendment rights to maintain anonymity on the Internet.223 This creates a far-

reaching effect that would not apply to traditional subpoena duces tecum or grand jury 

subpoenas because they generally deal with witness production of relevant documents 

in a criminal case and not identifying anonymous defendants.224 

Creation of a special Subpoena Power:  

Virtual currencies like Bitcoin are likely to proliferate over the Internet.225 As the 

government moves toward regulating various aspects of Bitcoin, it must establish new 

e-discovery rules targeting users who have taken advantage of Bitcoin's anonymity to 

commit illegal acts.226 At the same time, potential solutions need to ensure that the 
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government will not be able to overreach and infringe upon the rights of legitimate 

Bitcoin users who wish to maintain their anonymity.227 The U.S. Supreme Court and 

Congress should amend Rule 17 of the Federal Rules of Criminal Procedure to reflect 

e-discovery, but with respect to Bitcoin, it needs to go one step further and specifically 

address the issues that would arise with revealing the identities of anonymous users.228 

In addition, before issuing a subpoena to unmask a Bitcoin user, courts and grand juries 

should consider the same two concerns that courts contemplate when determining 

whether to quash a subpoena under the Digital Millennium Copyright Act.229  First, in 

order for a court or grand jury to approve the subpoena, the government should be 

required to show some evidence of illegal activity.230 Second, the government should 

be required to show that the subpoena is relevant to the claim.231 When it comes to 

criminal subpoenas, specificity and relevancy are important to ensure that the 

government is narrowly tailoring its actions to prevent treading upon First Amendment 

rights.232 The other factors that courts consider when deciding to quash a DMCA 

subpoena should not explicitly apply to the initial approval of a criminal subpoena 

request because they would be too restrictive.233 Although these factors should not 

apply to the initial decision to grant a subpoena, it should be left to the court's discretion 

to determine whether to consider these other issues when reviewing a recipient's motion 

to quash a subpoena.234 

VII. PROPOSAL: 

As investors continue to seek unfathomable returns, it is yet to be determined if the 

concerns surrounding cryptocurrencies are legitimate by ascribing value to something 

which might have no value or a new revolution playing an integral role in facilitating 

trust-based processes across many industries. Irrespective, as history has been privy, 

State omission cannot be tolerated where people have large stakes involved. It is 
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essential that the State undertakes regulatory oversight but without infringing upon the 

basic objectives of the technology.  

A. Register businesses with State Regulatory Authority:  

Bitcoin is still a nascent technology with only a small subset of the population utilizing 

it. This has led to a surge in intermediaries which unilaterally have the power to execute 

or prevent a transaction on behalf of a user.235 There is a risk to consumers when a 

business has the ability to lose, misspend, permanently immobilize or fail to protect aa 

customer’s funds entrusted to them.236 The effects of these regulations could have been 

seen on Mt. Gox.237 The users used the services of Mt. Gox which had the power to 

unilaterally transfer the Bitcoins because it had both public and private keys.238 Had 

regulations been implemented, and Mt. Gox registered with an appropriate State 

Authority, it could have greatly reduced the risk to effected customers.239 Thus, 

businesses which facilitate transactions involving cryptocurrencies must be registered 

with their states.  

B. Regulation of miners: 

Miners should not be regulated. They do not have the ability to unilaterally transfer or 

prevent transfers.240 Bitcoin miners have the ability to validate Bitcoin transactions. 

However, even if one miner wants to fraudulently carry out a particular transaction, it 

would not pose to be a risk to individual transactions or to the marketplace, since it 

would be invalidated by the other miners.241 Since mining does not pose to be a risk to 

consumers, it meets the objective envisaged, that regulations should be tailor made to 

the issues faced. 

C. Regulation of users and merchants: 

Users and merchants who are simply transacting in goods and services should not be 

regulated.242 Such regulations would unnecessarily levy burdensome obligations on 
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users, increase transaction costs and chill innovation.243 Mere transmission poses no 

risks and thus regulation would serve no purpose since Bitcoin provides adequate 

security.244 Blockchain ensures that only valid transactions occur, the true identity of 

the user’s personal information is anonymous which reduces the possibility of identity 

theft and it removed the potential for double spending.245 

D. Start-up exemptions: 

Startups and small businesses should be exempt from the full scope of Bitcoin 

regulations to encourage innovation.246 The uncertainty of whether an exemption will 

be granted (or even revoked) makes it difficult for a startup to plan ahead.247 Instead, 

states should implement specific carve-outs for startups to reduce uncertainty.248 These 

provisions should be clearly written to enable entrepreneurs to know whether their 

business is exempt.249 

E. Self-regulation: 

Self-regulation plays an important role in scenarios where the State has not yet 

manifested itself or is struggling with the same.250 Internationally, this is how 

cryptocurrencies have been perceived.251 Self-regulation has been defined as 

“Regulation promoted by the economic agents themselves to which the rule is intended. 

The agents themselves are most interested in having clear and quality rules, as this 

depends on the existence of a business-friendly environment. It is also assumed that 

they possess the technical know-how characteristic of their branches of action, and 

therefore, may be even better than the style regulator in the elaboration of rules and in 

the identification of problems.” 

Self-regulation has a major impact on the cryptocurrency market as national regulatory 

bodies have not yet issued relevant decisions on the subject. Thus, in order to generate 

greater credibility to the market, the participants themselves issued rules to regulate the 
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activity, uniformizing the applicable standards. Virtual Currency users are spread 

around the world and therefore their impact should also be analyzed globally, what 

increases the role of international institutions when it comes to verifying which 

procedures must be incorporated in these kinds of transactions and which standards 

must be taken into account.252 Such standards are necessary so that the use of crypto-

currency becomes accepted and widespread.253 As the cryptocurrencies, despite their 

great advantages, do not have good reputation before national and international bodies, 

companies and people.254 As soon as the market for cryptocurrencies generates a series 

of difficulties for the State they shall start to regulate their use.255 In the meantime, 

private institutions have much more freedom and much more responsibility in their 

performance.256 They must idealize and implement measures that make the use of 

crypto-coins accepted by the market as a whole and popular opinion, presenting its 

advantages and minimizing its risks.257 Such measures, above all, have to aim to 

promote cooperation between the market agents, have to help build a scenario in which 

the use of cryptocurrencies is endowed with its own procedures and  easy assimilation 

by all users of the system (consumers and companies) , showing important aspects of 

its operation.258 

 

VIII. CONCLUSION: 

Virtual currencies have quickly become a reality, gaining significant traction in a very 

short period of time, and are evolving rapidly. Innovation in the pace of development 

of new currencies and technologies continues to create ongoing challenges for 

responsible users of technology and regulators alike. Cryptocurrencies and the block 

chain have the potential to effectuate a meaningful change to the world’s 

underfinanced, overcharged and overlooked. Yet the failure of large exchanges like Mt. 
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Gox, the idea that almost 600 billion dollars of the world economy is floating around 

in a virtually regulation-free environment coupled with price volatility of these 

cryptocurrencies can be rather unsettling for the layman looking for viable alternatives 

from the risky stock market or the low interest bank deposits. There is an urgent need 

to help incubate this nascent technology to ensure all the benefits can be utilized without 

any of its drawbacks pulling the entire industry down. The only way this can be 

achieved is by maintaining a delicate approach towards legislations while taking a no-

tolerance policy towards perpetration of crimes. 
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